DCCHETFLE (Wiraidbago Cooperative
Telecom Association

704 E. Main St. » Lake Mills, IA 50450 Phone: 641.592.6105 ¢ Fax: 641.592.6102

E-Mail: wcta@wectatel.net
ecetved & Inspected

FEB 23 2010
February 23, 2010 _ FCC Mail Room

Commision’s Secretary, Marlene H. Dortch
Office of the Secretary

Federal Communications Commission

445 12" St. SW, Suite TW-A325
Washington, DC 20554

RE: Certification of CPNI Filing (December 31, 2009)
EB-Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 2006, Winnebago Cooperative Telecom Association hereby files its most recent
certification regarding its compliance with the rules of the Federal Communications Commission
set forth in 47 C.F.R. Part 64, Subpart U.

If you have any questions, please feel free to contact me at 641-592-6105.

Sincerely,

TR elgpnns

Terry Wegener
General Manager/E:xecutive Vice President

cc. Best Copy and Printing, Inc. — via FEC@BCPIWEB.COM
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FCC Mail Room

ANNUAL 47 C.F.R. § 64.2009(E) CPNI Certification
EB Docket 06-36

Annual 64.2009(e) CPN! Certification for 2009

February 23, 2010

Name of Company covered by this certification: Winnebago Cooperative Telecom Association
Form 499 Filer ID; 801903

‘Name of signatory: Terry Wegener

Title of signatory. General Manager/Executive Vice President

|, Terry Wegener, certify that | am an officer of the company named above, and acting as an
agent of the company, that | have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI
rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification, as Exhibit 1, is an accompanying statement explaining how the
company’s procedures ensure that the company is in compliance with the requirements set forth
. in section 64,2001 of seq. of the Commission’s rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company
at either state commissions, the court system, or at the Commission against data brokers)
against data brokers in the past year. Companies must report on any information that they have
with respect to the processes pretexters are using to attempt to access CPNI, and what steps
companies are taking to protect CPNL.

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI (number of customer complaints a company has received related
to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken down by category
or complaint, e.g., instances of improper access by employees, instances of improper disclosure
to individuals not authorized to receive the information, or instances of improprer access to
online information by individuals not authorized to view the information).

/4“% M@W
Terry Wegener <

General Manager/Executive Vice President




Winnebago Cooperative Telecom Association
704 East Main Street
Lake Mills, lowa 50450

ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket No. 06-36
Annual 64.2009(e) CPNI Certification for 2009
Date: February 23, 2010

This filing is being made by Winnebago Cooperative Telecom Association as required
by 47 C.F.R. § 64.2009(e)}.

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the
"Certification") include the parent and its wholly-owned or controlled subsidiaries which
are "carriers" (collectively, the "Company") as follows:

Company Name Form 499 Filer ID
Winnebago Cooperative Telecom 801903
Association

WCTA Wireless, Inc. N/A

Winnebago Transport Services, Inc. 801904

Miller Telephone Company 805404

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Certification applies to and is filed on
behalf of each of the above-listed companies.

For purposes of the attached Accompanying Statement the above-listed companies are
also considered "affiliates" of the Company. Where appropriate or required, the
Company's CPNI policies apply to and may reference the Company and its affiliated
companies.

sy pil e e
Terry Wédener 7

General Manager/Executive Vice President




Winnebago Cooperative Telecom Association
704 East Main Sireet
Lake Mills. lowa 50450

Exhibit |
Accompanying Statement

Winnebage Cooperauve Telecom Assecianon ("Compasy”) mamsams the following operating procedures

m eppnure comphance wih the rules set forth i 47 CF R Pant 64, Subpan U,

Section 64.2005 Use of enstomer propriewary network information without customer
approval.

(4} Any lelecommunicauons carrier may usce, disclose, or permmt access (o CPNI {or the purpose of
providme or marketing service offerings amoug the categeries of service ()¢, lacal. mierexchange, and
CMRS) 1o which the customer already subscribes from the same carrier, withowt customer approval.

(1) M a relecommunicauions carner provides different categories of service, and a cnstomer
subserbes 10 more than one category of service offered by the camner, the carrter is permiied 10 share
CPNI among e carmser’s afBliated eniiues that provide a service offermg w the costomer.

2% 11 a relecommunicauons carmer provides different categories of service, but a customer does

nat subsenbe 10 more than one offering by the carrier, the carmier 15 not permnied to share CPNT with its
affiltases. excepi as provided 1 §64.2007(D).

(b) A telecommumicauons carner may not use, disclose, or permit access 10 CPNI 1o market to a
cusiomer service offerings that are within a category of service 10 which the subscriber does not already
subscribe from that camier. unless W carvyer has customer approval 10 do so. except as described n
paragraphic) of s section.

(1} Awiretess provider may use, disclose, or permit access 10 CPNI denved from iis provision of
CMRS, wuhout custonier zppeoval, for the provision of CPE und informwsuon service(s). A wirelme carrier
may use. disclose or permii access 10 CPNI derrved from 1is provision of local exchange service or
mierexchange service. without cusiouer approval, for the provision of CPE and call answering, vorce muail
07 Messagmg. voice slorage and remeval services, fax store and forward, wid protocol conversion.

(2) A leleconumurications carrier may not use. disclose, or penmn access w CPNI 1o dentify or
wack custowers thal call compenng service providers. For example. a Jocal exchunge carrier may not nse
local service CPNI 10 track all cnstomers thar call Jocal service competiiors,

(c) A iclecornmunications carmer may use. disclose, or permit access 10 CPNT. without custamer
approval, as descnbed w s paragraph (c).

(1) A telecommunications carmer sy nse, disclosc. or oenmit aceess o CPNL withoul custamer
approval, w 1ts provision of mside wiring installanon, matienarice, and repair services.

(2} CMRS providers may vse, disclose. or pernmi aweess 10 CPNI Tor the purpose of conductmg
research onthe healih eflecis of CMRS

(3) LECs. CMRS prowviders, and miercongccted VolP providers may use CPNL witheul costomer
approval. 10 maikel services formerly known as adjunci-io-basic services. sucl as. but not limiied to. speed




diaing, computer-provided direciory assistance, call mamtormg. call macmg. call blocking. call retuns.
repeat dinling. call wacking. call wasun g, caller 1 D call forwardmge. and ceram Cengex features

(dy Aedeccomnunic sious Girmier may vse. disclose. o3 penmit oecess 1o CPFNT 1o proleat tie nehie
a1 property ol the cantien. or to protect nsers of thase services and other carmers from frandnlent. abnaive, o
unlawful use of. or snbseription 10. such services.

The Company has advpted specific CPNI policies 1o enswre that, in the absence of customer approval,
CPNI 1 ouly used by the Company to provide wr marker service offerings among the rategories of
service (Le., local, Imerexchange, and CMRS) 10 which the customer already subseribes  The
Company's CPNI poficies prohibit the sharing of CPNI wirle affiliated companies, excepr as permiited
under Rule 64.2005¢a)1) ov with customer approval pursuant (o Rule 64.2007(h). The only exeeptious
to these policies ave as permifted under 47 ULS. C. § 222(d) and Rule 64.2005.

Section 64.2007 Approval required for use of cnstomer proprietary netswork information.

{a) A telecommunications cammer may oblam approval through wriien. orel or elecronic
methods.

(1) A relecommunications cammer relyimg on oral approval shall bear the burden of demoastrating,
that such approval has been given w comphance with the Comnission’s rles m this part.

(2) Approval o1 disapproval to use, disclose, or permit access 10 a customer’s CPNI obtained by a

Leleconmmumications carrier must vemain I effect wanl e costomer revokes or Jinits such approval or
disapproval.

(3) A telecommunications carrier must mawiam records of approval. whether oral. wittten o1
electionic, for gt least one year.

In all circumstances where customer approval is requived to use, disclose or permit access to CPNI, the
Company’s CPNI policies requive that the Company obtoin customer approval through written, vral or
electromic methods e compitance with Rule 642007, A custener’s approval o disapproval remains in
effect nutil the cusiomer vevokes ov imis the approval or disapproval. The Company mainiains records
of customer approvel (whether written, oral or elecironic) for a minimnm of one year.

(v) Use of Opi-Out und Opi-In Approval Processes. A lelecommmicanions carrier nuy, subjecl
10 opt-out appraval o1 opt-1n approvsh. nse s cnstonier s individually idenufiable CPNI for he purpose of
markelng communicalions-related services 10 that customer A 1elecommunications conier may. subzect (0
opt-ont approval or opt-in approval, disclose its cosiomer's imdrvidnally \denufiable CPNI, for the purpose
of markeune communications-refated services (o that custemer, 103

Anenie and e

6 ns agents and its sfhiliates ihat provide
communications-related services. A telecommunicaions carier may oiso permint sucll person or entiries o
obtain access to such CPNI for such purposes. Except for use and disclosure of CPNY thai is permitied
withont customer appioval under section §64.2005, or thai s described m this paragraph, or as otherwise
provided m section 222 of the Communications Acl of 1934, as amended, 4 telecommunications carria
may only use, disclose, oy penmit access 10 115 cusiomer’s mdsvidually idennfiable CPNI subject 0 opt-iu
approval

Except us otherwise permitted ynder Rule 64.2005, the Company's CPNI policies reguire thar the
Company vbtain a customer’s "opt out” or "opt i approval pursuant to Rule 64.2007(by before the
Company may use CPNI to markel communications-ielated services or disclose CPNI 1o §is ageins or
affiliates that provide copvmuications-related seyvices for mavketnig purposes. The Company does not
use CPNI for any piher purposes, and does not disclose ov grant access to CPNI 1o ony other party,
exeept as permitted wider 47 U.S.C§ 222(d) and Rule 64.2005.

)




Section 64.2008 Notice required for nse ol enstomer proprietary network information.

Pl Mogifieanon, Generalhe (10 Poar o any salicianes for o custone

Hpraval
el ecammumeanions ciatier sl provide nonfication 1o the custeia ol thie customer s 1glii 11 2suict use
of disclase ol amd access 10 thal cusiomer’s CPNI

(2) A telecommumications camier musi mapnap records of nouficavon. whether oral, written or
electronic. for at least oive year.

() Individual notice w customers must be provided when solicnurg approval 1o nse. disclose, or
pernut access o costamers” CPNI

(¢} Content of Notice Cuslomer notification must provide snfhicient wiormation to enable the

r 1o make an mformed decision as to whether 10 penmnt 2 caim!
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(1) The noufication must siate that the cusiomer has a nght. and die carmer has a duty, under
federal law. o protect the confidenvality of CPNJ

{2) The nouficabon mmst specify she 1ypes of mformauon that censtiime CPNI and the specific
entiies that will receive the CPNL descnibe the purposes for which CPNI will be used, and wform the
customer of his or her right 1o dzsapprove those vses, and deny o5 withdraw access 10 CPNI at aivy tie.

(3) The noufication musi adwse the cusiomer of the precise sieps the cusiomer must take m order
10 gram or deny access to CPNI and must clearly state that a demal of approval will not affect the
provision of any services lo which the cusiomer subseribes. However, carmiers mmay provide a bref

stalement, m » clear and neuwal Jagnage. describmg consequences direcily resulung from the lack of
access to CPNJ

(4) The notification must be comprehensible and musi net be misleadg,

(5) If written notiAcanon 15 provided, the notice must he cleasly Jegible. use sufficrently large
type, and be placed 1n an area so as o be readily apparent 10 a cnsiomer

(6) 1 any poruon of a notfication 1s translated mto anoiber Jangoage, ten all portions of the
notfication must be translated mto tha language.

(7) A carrier may stale v tie nouficaion that the customer's appravad 1o use CPNI may enhance
the carrier’s ability 1o offer products and services tailored 10 the costomer’s needs. A carmer also may state
w the natification that 1t may be compelled 1o disclose CPNT 1o auy person upon alfimiative written Tequest

Iy the FPuctpmer
oy L cusiomer.

(B) A carrier may not nclude m the nou fication any stateniem antempluig (0 enconrage a customer
to freeze third-pany access 1o CPNL

(9) The notificanon must stute thai any approval, or denral of approval lor he use of CPNI
putside of the service 16 which the custoner already snbscribes fiom that carmser 1s valid untd the cuslomer
affArmatively revokes or lunis such approval or demal.

{10y A telecommumicanons carrier’'s sohicitavon for approval nist be proximale 1o the
notification of a customer®s CPN] nghts.

The Company’s CPNI policies veguive that cusivimers be notified of theiv vights, and the Company's
obligaifons, with respect to CPNI prior o any selicitation for custonmer approval. Al vequived customer
notrees (whether aritten, oral or electronic) comply with the requivements of Rule 64.2008.  The

[5]




Company maintains vecords of all required cusiovier notices (whether wittten, vral oy electronic) for a
minimune of one pear.

(d)  Nonce Requrenienis Specifie 1o (g Oer S0 leleconumimmncalions ¢arier must provide
notfication 1o obiain opt-ont appreval ilyough electonic or wriuen methods. b not by oral

commmicaton (except as provided m paragraph (1) of this secuon) The contents of any such novficauon
must comply with the requirements of paragraph (c) of (s section.

(1) Carmmiers must wail a 30-day mumamum period of tme afier giving custamers nouce and an
opportuaily 1o opt-ont before assuming costomer approval o use. disclose. or permit access 1o CPNL A
carrier may. i ns discretion. provide for o Jonger penad  Camiers musi notify cusiomers s 10 the
applicable waitwg period for a response befere approval s assmmed.

1) I the case of an elecoomc fori o

date on which the notificauon was sent; and

it a erinAd skl lhenss 15 105 £ Thie
Wit g PUiits Lol SEBHN 10 Tha LG Uit

4

(31} In the case of notfication by mail, the waiting period siwadl begin 10 Tun on the third day
following the date that the notification was matled.

(2) Cormiers using the opl-out mechanism must provide nolices 16 tewr Cuslomers every 1wo
years

(3) Telecommunicaiions carriers that use e-nal (o provide ept-out notices must comply with the
[ollowing requiremnenis in addition o the requiremnents genesaby apphicable to notfication:

(1) Camiers niust obiain express. verifiable. priar approval from conswners 10 send nouces via e-
mal regar ding ther sexvice i general, or CPNIin parvcula,

(11) Carmiers must allow cusiomers (o reply direcily 10 e-mals contammg CPNI natices in order 1o
opt-oui;

(1m) Opt-ont e-mail notices that are remmed Lo the camer as wndeliverable mnst be sent to e
customer i anodier form before carriers may conssder die cistomer 1o have received notice,

{iv) Carners tat use e-ma) to send CPNI netices must ensure trat the subject Ime of the message
clearly and accurately idenufies the subject matier of e e-mal; and

v}y Telecommmumnications carners must make available (0 gvery customer o method Lo opt-out 1hal
is of no additional cost to the customer and Bhat 15 available 24 hours a day, seven days a4 week. Carners
may satisfy tlus requirement dough a combinavon of methods, so long as all cnstomers have the abiliy to

me-out al no cost and are able 1o effecivate that choice whenever they choose.

In instgnees where the Company is requived to obiain customer approval for the wse or disclosure of
CPNI, the Company obfains "opt eut” approval int accordance with the disclesures, ‘methods and
requirements contained i Rule 2008(c) and Rule 2008(d).  The Company's CPNI policies require that
the Company provide "opt out" notices to its customers every two years. All customers have the ability
to opt out at ny coSt and using methods that are availahie whenever the customer chooses.

(e} Notice Requiremenis Specific v Opr-In A lelccommumicalions camer may provide
notification o obtiin opt-in approval through oral. wiivien. o1 clecisenic methods  The contents ol any such
notification must comply with the requirements of parapraph (¢} of s seciion

The Compuny does not cuvrently solicit "opt in" custemer approval for the use vr disclosure of CPNI
The Company does not use, disclose or grant aceess to CPNI for any puipose, fo any party ov in any
manner that would reguive a customer's “opt in" approval under the Commission’s CPNF Rules.




() Notice Requiremeiis Speciiie 10 Ove Tone Use of CPND (1) Carmiers mav nse o14) nouce 1o
shian unned. one-tone use ab PN L wbonad and onthonnd costomer telephone comaais for the
dnrauon of the call regardless of whetho cariers use ap-ont or opi-ui wpproval based on the notire of the
conticl

(2) The contents of any such nonfication must comply with the requirements of paragraph (c) of
this secion, excepl 1bal telecommunications carriers may omil any of the following nouce provisions if not
relevant 1o the limved nse for which the carner seeks CPNT

(1) Carmers need net advise cusiomers that1f they have opred-out previously. no action 1s needed
1o mamiam the opt-ovt efection,

(11 Curriers need 101 advise cosiomers at Biey wiay share CPND with ther affitates or tird
parties and need not name those entnes. if the Sunied CPNI nsage will not result i use by, or disclosure
ta. an affiliate or third party;

(11} Carriers need not disclose the means by which a customer can deny oy withdraw fnlure access
10 CPNI. so Yong as camners explain 1o cusiomers that the scope of the approval the camier seeks is limited
10 one-me use, and

(iv) Carners may omit disclosure of the precise sieps a customer must take n order 1o grant or

deny access 1o CPN), as long as the carmier clearly commumucates that the customer can deny access 1o his
CPNI for the call.

I fustances where the Company seeks one-time customer approval for the use ov disclosure of CPNI,
the Company obtains such approval in accovdance wiith the discloswres, methods and requirements
conmtarned in Rule 2008(f).

Section 64.2009 Sateguards reguired l'or use of cnstomer proprietary network intformation.

fa) Telecommunications corners wust nnplement a system by which the status of a costomer's
CPNI approval can be clearly established prior to the use of CPNJ.

The Company’s billing system allows awthorized company persounel 1o easily determine the status of a
customer’s CPNI approval on the customer account screen prior io the use ov disclosure of CPNI

(b) Telecommunicatons carmers must tam ther personnel as 1o when ihey are and are not
mthonized 10 use CPNL, ind carsers musthave an express disciplmary process wr place.

The Company has established CPNI compliance policies that include employee training on restrictions
on the use and disclosure of CPNI and requived safeguards to protect against unavthorized yse or
disclosure uf CPNIL Employees have signed thay they understand the CPNI policies and a violation of
those policies will result in disciplinary action.

(c) All carriers shall mamtaw a record. electronically or n some other maymer. of helr own and
thewr affiliates’ sales and marketme campargns that use thew custoners’ CPNL AY carmsers shall mamtain a
recard of all insiances where CPNI wat disclosed or provided 1o third parties. or where third parlies were
allowed access (e CPNI The record munst mcelude o descnipuon of each campaygn. the specific CPN] that
was nsed in Ule campaign, and wha products and services were offered as a part of the compaign. Carriers
shiall retain the record for a mmnmue of one yea.

The Company’s CPNI policics vequive that all sales and marketing campargns including those urilizing
CPNI be recorded and kept on file for at least one year. Records are also mainained for disclosure or
access 1o CPNI by thivd parties. The records tnclnde the vequired informafion listed in Rule 64.2009(c).




(d) Teleccommunications cutlers must establish a supervisary review process regarding carrier
comphance wads e iles ur diy subpait for ou-bound makeimg sinanons and maiutan recosds of carriel
comphrance for o mmnum penod of one year Spectfcally. sales personnel mnst obiaur supervisory
appraval of anv proposed ont-bound markeme request {or customer approval

The Company’s CPNI policies vequire employees to obtain approval from the Company's CPNI
Compliance Qfficer fov all mavketing eampaigns, fnelwding these niilizing CPNI, prior to initiating that
campaign.  Record of the maovketing campaipns, along with the apprepriaie supervisory approval s
mannained for af least one year.

tey A telecommunicaitons carrrer must have an officer, as an agent of ihe camier, sign and file
with the Comuission 1 comphiance cerificate on an annual basis. The officer mmst state in e cenification

tiai he o she has porsonal koowledge thal the company has established operaimg procedures that are
adequate 10 ensure compliance with the rules in Uns subpart.  The camier must provide a stalemem
accompanying e certificate explammg how 1ts operatmg procedures ensuse that i1 Js or is not m
compliance with the rides 1w this subpart.  In addison, the carrier must mclnde an explanation of any
actions laken against dala brokers and a sumumary of afl costomer complauls received m the past year
conceming the wnauthorized release of CPNI. This filng must be made amnually with the Enfercement
Bureau on or before March 1 1in EB Docket No. 06-36, for data pertauning to the previous calendar year

The vequired offtcer certifiention, actions taken againg daia brokers and summary of customer
complaini documenis ave included with this accompanying statement  The Compauy will file rhese
docrments o qu anuwal basis on or hefore March 1 for data peitaining to the previous calendar year.

(fy Carmers must provide written notice witbm five busmess days 1o the Commission of any
mstance where the opt-out mechanisms do not work properly, to such a degree that consumers® mability to
optl-out 15 miore than an anomaly.

(1} The noucs shall be in the form of a Jetter, and shall nciude the camer’s name, a description of
i opt-out mechamism(s) nsed. the problems(s) experienced. e remedy proposed and when 1t will be/was
implenented, whethel the velevant stale commission(s) has been noufied and whether it has 1aken any
action. a copy of ihe notice provided 1o custoraers, and contact mfonmation.

(2) Such notice musl be submitied even 1T the carner offers other methods by which consmners
may opt-oul.

The Company’s CPNI policies include a process te provide the vequived wrien notice te the
Contmission within five business days of an opt-out mechanism failure that is meve than an anomaly.
The procedure meets the requivemnenis fisted on Rule 64.2009(1).

Section 64.2010 Safegnards on the disclosure of cnstomer proprietary network information.

(a) Sufeguarding CPNI. Telecommumicalions cammers must 1ake reasonable measures (o discover
and protect against attempts 10 gain unaunthonzed access 10 CPNI. - Telecommmnications carriers must

properly authenticate a customer piior 1o disclosmg CPNI based on customer-sunated telephone contact,
online account access, or 4n m-siore visil,

The Company’s CPNI policies and emplopee trammg melnde reasonable measures 1o discover and
protect agaiast activity that is indicatree of pretexting and employees are msirneted to notify the CPNI
Compliance Officer if any such activity is suspected.

(b) Telephone access ro CPND Telecommunications carmers may enly disciose call detail
nformation ovel 1he telephone, based on costomer-mibated telephone comact, if the cusiomer first
provides the carrier with a password, as described i paragraph (e) of this section, that is not prompied by
the carrer asking far readily available biographical mformation. or acconm wionaton. If the customer




does not provide a password. the Llelecommunicauons camer may only disclose call detail mfomanaon by
sending 11 o 1he customer’s eddress of record. or. by calling the customer v ihe telephone mamber of
recend M ahe custonter 1s able 1o provide cafl deral mformanon 1o e selecomnmumicdinens carrra donne a
customer - initiated call vithoul the telecomammucations canic s assisiance. then he rdeconmicaions
carner is porumitied 1o diseuss the call detasl mformation provided by 1he costomen

The Company’s CPNI policies ¢usure that a customer is only able 1o occess call detail information over
the tefephone in one of the ways listed in Rule 64.2010(b). If the customer caunor vremember iheiy
password, they are prompied 1o answer a Secuiity question. Neither the password nor the securin:
question aye based ow readily available biographical infermation or account informarion. Customer
service representatives are instructed to authenticale customers over the telephone in all instances except
i the case where the customer provides the coll detail Drfermation withowr the assistance of the
Company.

(¢} Onling access to CPNIL A Yeleconumunications carnier must anthenticate a custenier withont
the use of readily available biographical nfonmation. or account mfomatou. prior 16 allowing the
cusiomer online access to CPNI reluted to a telecommunicanons service acconnt. Once amhenticated. the
customer may only obtam onlme access 1o CPNI related 1o 4 telecommuiications service account through a
password, as described 1n paragraph (€) of s secuon, that 1s nol prompted by the carier asking for readily
available biographical information, or account mformation

The Company’s CPNJ policies require customer anthenticatfon without the use of readily nvailable
biograplical iuformation or account information priov to htially ganung nccess te an acconnt online
Once the customer 1s quthenticated the customer is requived 10 use a password 1o vbeain online aceess 1o

CPNI.

(dy In-Siore access tp CPNI. A 1elecommumcatons carrier may disclose CPN) 1o 4 customer
who, a1 a carrier’s retail location, first presents 10 the telecommunicaiions carrier or Ms agent a valid photo
1D matching the cuslomer’s account mformanon.

The Company’s CPNI policies allow the Company 1o disclose calf detail CPNI to the customer at a retail
lveation after presenting a valid photo ID that matches the customer’s account information

te) Lsiablishment of a Password and Buck-up Authentication Methads for Losi or Forgotien
Passwords. To establish a password, 3 telecommumcations carrier pust authenticate the cusiomer witiout
the use of readily avallable ographical m{ovmanon. or account mformanon  Telecomniunicauons carriers
may create a back-np customer anthenucanon method m the even of a Jost or forgolien password, brt such
Back-up customer authenucation method may not prompt the customer for readily available biographical
miormation, or account wiormation. 1f 2 customer canmot provide (he corre password or the correct
response for the buck-up customer avthentcation methoed. the customer must esiabhish a new password as

Adecrrilyed i thic naraoranh
deccribed 1y thig naracranh,

The Company’s CPNI policies allow for a few ways to establish a password, all of which ensue
compliance with the 2pove paragraph. Eacl method alse ailows the customer to establish a back-up or
secuvity question in the event that they forget their password. In no cvent does the Company use readily
available biograplical informoetion ev account information as a back-up quesiion ov as n means to
esinhiish a password or authenticate the customer.

([y  Notificution of accouni changes.  Telecommuincalions casyiers must nouly customers
inunediaiely whenever s password. customer response 1o a back-up meuans of anthenueation lor Jost or
forgolien passwords, online accovut, or address of record is created or changed  This nolification is not
required when the cusiomer minates service. Wichiding the seleciron of o password al service imtation
This notification may be dwough a camgr-orgmated voicamal o 1ext message 1o the ielephone nwnber of
record, or by mail to the address of record. and must not revea) the changed wmiormation or be sent 10 the
REW acconiil mformaion.




The Conpany’s billiug system generales o nefificmion Jenter wheu any of the fields lisced in Rule
64.2010(f) is created or changed. The Comprny immediatel marls ovt the notification o the address of
record (never @ new addressy ywlhen required by Rule 620 2070003 e conreny of the wetiffearion complies
with the vequnrements of Rule 64.2010(f).

{g) Business Cusromer Evempuron.  Telecommunicauons carmers may bind  themsebves
contractually to anthenticanon regimies other than those described iy 1his section for services they provide
to their business cuslomer that have both a dedicaied accoml representavive and & contract that specifically
addsesses the carners’ proteciton of CPNL

The Company has contraciwal agrevments i place wirh various business cnstomers.  The contracts
specifically address the carriere’ protection of the business customer’s CPNI in accordance with Rule
64.2010(g), incinding a dedicated account representative

Section 64.2011 Notification of customer proprietary nelwork information security
breaches.

(a) A telecomynuwnications carrier shall nouty law enforcement of a breach of 1ts enstomers' CPN]
as provided w s section.  The carmes shall noi noufy 1s customers or disclose the breach publicly,
whether volumarily or under state or loca) Jaw o1 these rles, until 11 has completed the process of notifying
law enforcement pursnant o paragraph (b)

(B) As soon as pracicable. and 1 no evens later than seven {7) buswuess days. afier reasonable
determmation of the breacli. the lelecommunicanons carmer shall electronically noufy the United States
Secret Service (USSS) und 1he Federal Burean of Jnvestiganon (FBIY throngh a cenwal reporung facility.
The Conunission will mamtany u link 10 the reporiwg facilty a1 hupJiwww fec gov/eb/cpnl.

(1) Nowwithstanding any siate luw 10 the conmary. ihe camer shail noi notfy cusiomers or
disclose the breach 1o the public unni 7 fall business days have passed afier notification 1o the USSS and
the FBI excep as provided m parasraphs (2) and (3).

(2) ! the carvier believes that tiere is an exraordmarily srgent need 1o notfy any class of affected
customers soaner than otherwise allowed under paragrapb (1), v order to avord immediate and oreparable
farm, it shall so mdicate in i1s notificanion and may proceed to immediately noufy iis affected customers
only afier consultation with the relevant mvestiganng agency. The camer shall cooperate with the relevant
mvestigaling agency's request 1o minunize any adverse effects of such customer notification.

(3) N the velevant iivestigaing agency detennmes thar the public disclosore or notice 1o
customers wonid impede or compromise an ongoing or poiennal crimuial mvestigation or national security,
sonch zgency may direct the carrier not 10 5o disclose o noufy for an mial pesied of wp 10 30 days, Such
period may be exiended by the agency as reasonable necessary m the judgment of the agency. 1{ such
direction 1s given, e agency shall notify the carrier when 10 appears that public disclosure or notice 1o
affected customers will 1o longer mpede or compromise a crunmal mvestigation oF nauonal security. The
agency shall provide In writing ns witial direction 1o the carier. any subsequem extension, and any
notificaou thal notice wili no jonger wmpede or compremise a ciuninal mvestigation or national secnrity

and snch writmps shall be contemporanecusty logged on the sanie reporing facility that contains records of
nouficarions filed by carrlers.

(cy Recurdkeeping. Al carmiers shall mamlam a1ecord, electronically or m some athier marmer, of
any breaches discovered. noufication made 1o the USSS and the FBI pursvami to paragraph (b}, and
notfication made 1o costomers  The record mnsi mclude, il avitable. dates of discovery and notification, a
detaled description ef the CPNJ thal was he sabject of the breach, and the cireumstances of the breach.
Carmiers shall retain e record for a mummun of 2 years




The Company has polivies and procedures in place to ensure compliance wirlt Kule 64.2071. When it is
reasonably detevomined thar a breach has ocenyred, the CPNT Compliance Officer will notify Inw
enforcement and f1s custamner i the required tineframes. A record of the breach will be mabuained for
i oriimunt  af pee yewrs  aid ol inchede all fnformation required by Rule  64.207).




